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Executive Summary

A “‘composite” service represents interconnection and integration of existing, individual services
provided by governments and businesses. These composites can be used to model a very wide
range of B2B and G2G scenarios -- individual services in different areas such as healthcare,
education, transportation, and government can be inter-linked to support many government and
business initiatives.

The objective of this document is to show how strategic plans for composite services can be
developed by using the best practice of SOA (services oriented architecture). Specifically, the
Strategic Planner automatically invokes a specialized module called “Architecture and Integration
Module (AIM)” to develop a strategic plan for composites. The document shows how AIM is
invoked and how it guides the Planner users through the maze of business scenarios, strategic
choices, technical interdependencies, and integration tradeoffs based on cost, performance and
security issues in SOA projects. Examples of the questions that can be answered by using AIM
are:

= What is the cost of transitioning to SOA and how can this cost be justified in business terms
= What are the security, performance, governance, and QoS impacts of transitioning to SOA

= Given a future business scenario, what type of SOA plan will be needed in terms of the services,
configurations, platforms and commercial-off-the-shelf (COTS) products to be used

= How can the various business and technical scenarios be modeled and evaluated quickly to gain
insights before massive deployments

= How can the multiple players (managers, users, business partners, contractors, developers)
participate in SOA projects by understanding and influencing the decisions being made

The document starts with a quick overview of how the Computer Aided Strategic Planner
handles composites (Section 1). Section 2 gives an overview of PISA- AIM (henceforth referred
to as AIM ) and Section 3 explains the AIM methodology used to develop complete SOA plans.
Section 4 concludes this document through a detailed case study that shows how an application
can be transitioned to SOA by using the various AIM advisors.

Prerequisite: The Stage3 materials posted on the Planner Learning Corner are prerequisite to this
document. .
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1. STRATEGIC PLANNING FOR COMPOSITES (B2B AND G2G INTEGRATIONS)

1.1. Introduction

The Computer Aided Strategic Planner (STRAP) guides the user through a quick but systematic
and intuitive process of producing detailed and highly customized strategic plans. It has the
capability to produce plans and other documentation for 1) individual services and 2) composite
services. The focus of this document is on composite services.

The composite service is an important feature which enables interconnection and integration of
existing, individual services provided by governments and businesses. These composites can be
used to model a very wide range of B2B and G2G scenarios -- individual services in different
areas such as healthcare, education, transportation, and government can be inter-linked to support
many government and business initiatives. An example of such composites is a health
information network (HIN) that could be formed between health agencies at the local (e.g., local
pharmacy, hospital and doctor), regional (e.g., state wide health agencies) and
national/international (e.g., World Health Organization) levels. Business networks can be formed
between business partners (e.g., a business partner network), companies with shared interests
(e.g., a consortium), or between agencies for different reasons. The following diagram shows a
conceptual view of a business network that consists of 4 organization units (OUs). An OU is
typically a business partner. The processes are categorized as either public or private. Shared
processes are referred to as public processes that serve as interfaces for external interactions.
Private processes are not shared and are fully under the control of the individual OUs. The public
processes communicate with each other over a network

Organization Unit 1 Organization Unit 2 Organization Unit 3 Organization
LT T Yo Want Yo Wat Unit 4
D || AORD D ||

A
@ @ & @

Network
(Private or Public)

N @& )
X | = Private Process [ = Public Process
A

Figure 1: Example of a Composite

The Strategic Planner uses its five phases (PO to P4), shown in Figure 2, to develop plans for
B2B bundles (B2B composites). The first two phases (PO and P1) capture country and service
specific information. Phase 2 generates a customized plan based on PO and P1l. P3 supports
execution of the plan and phase P4 supports monitoring and control with heavy emphasis on
project management and quality controls. As shown in Figure 2, the Composer for B2B services
is invoked for B2B services. The Composer invokes a specialized module of PISA called AIM

NGE Solutions Copyrighted — All Rights Reserved 3



(Architecture and Integration Module) in P2 to develop a detailed SOA-based integrated solution.
We will review AIM later.

The outputs produced by the Planner contain a mixture: of generic and customized information.
The generic information captures common best practices (e.g., security), the country/ region
specific information is customized by using the factors published by the World Economic Forum
(www.weforum.org), and service specific information by using business patterns.

User Involved
E in Planning

™, For Detailed

N Planner Planning

'/Larga Initiative Planner
(LIP)

51: Select a Bundle rorCountryinformation g PISA )
it PlaniT

52: Analyze the Bundle P1: Service Information —

. SAM

$3: Review Results P2: Plan Generation
~ AIM
COI"I‘IPDSEI" For P3: Plan Implementation
B2B Services
P4: Monitoring
(Invoke & Control

PISA - AIM)

N y,

Figure 2: Strategic Planner Conceptual View

1.2. B2B Composite Processing in Strategic Planner

The following discussion illustrates the overall flow of the Planner for a composite -- a document
exchange network between 4 different government agencies in Nigeria. The process involves two
major activities. First, the individual services for each agency are created by using the Planner 4
times (pO through p4 in each iteration). After, this a composite between the four agencies is
created by using the following procedure,, displayed in Figure 1:

In the PO phase, the user (government agency) chooses a country (e.g., Nigeria).

In the P1 phase, the user selects a service to be deployed (service type = composite or B2B/G2G
service). It then goes through a self assessment (based on the capability maturity model) and gets
access to general information, educational resources and best practices (e.g., reports from UN,
other links, university courses etc) on B2B integrations. P1 also performs management level
analysis of the inter-enterprise service in terms of governance, information exchange models and
technology solutions. Exhibit 1.1 displays a high level view of management considerations and
Exhibit 1.2 shows the main interview that is conducted in P1 to develop a high level solution
sketch of the composite service.

In the P2 phase, the user is directed to AIM for detailed integration planning. AIM uses an SOA-
based methodology to produce a requirements document for integration, a logical architecture
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document and a solution evaluation report based on cost, performance and security
considerations. Details of the AIM processing are given in the next section.

In the P3 Phase, different implementation options can be evaluated through simulations, games
and decision support tools. This phase generates a detailed report that can be used as a basis for
bids and RFPs (Request for Proposals).

In the P4 Phase, the progress of the project is monitored and controlled through established
techniques specified in the Project Management Book of Knowledge (PMBOK). In this phase,
the quality of the results produced is evaluated by using the best practices in quality control by
using standards such as COBIT (www.isaca.org/Knowledge-Center/COBIT/).

This short example highlights the main flow of the Planner. At the end of each phase, extensive
documentation is provided to support the next phases. For example, at the end of P3, detailed
documentation is made available to the users to support the later phases of implementation and
monitoring/control. The Planner integrates and aggregates the external information already
available in portals such as the United Nations Public Administration Network (www.unpan.org)
and the UN-GAID website (www.un-gaid.org). In addition, it provides access to useful
educational and training materials in different steps of PO, P1, P2, P3 and P4 to educate the
planners as they develop the plans. .

As illustrated in Figure 1, the outputs generated by the Planner are used by the local experts who
may customize and modify the plans generated by the Planner for local considerations. Our main
objective is to produce very detailed and highly customized plans that are based on best practices
and open standards in a 30-40 minute session. The Planner does 80% of the work, the rest 20% is
done by the local experts.

Exhibit 1.1: The Basic Idea of B2B Trade

Inter-enterprise networks are formed between organizational units to participate in activities
of common interest. The issues in these composite systems include (see figure)

o Intersystem governance that is concerned with the policies, strategies and
management structures that cut across the individual systems

e Information Exchange Models between the services

e Technology that deals with intersystem connectivity at the network and service level

Interservice Governance (Goals, Strategies)

Interservice Connectivity Services

The complexity of these layers depend on the number and type of partners, choreography
needed, trust, etc.
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Exhibit 1.2: Management Interview (Example)

The following interview provides high level management and technical details needed for a
composite enterprise. The suggested solutions are based on the following factors:

e Number of participants (organization units)

e \olume of transaction handled by the network

o Value of transactions handled

e Boundaries crossed (local, state, international)in trade

e Type of Interactions (direct/indirect) and interaction type (none, asynch, synch, strong,
loose)

e Trust level between the partners
o Agility requirements
e QoS requirements

Please fill out the following form to develop sketch of a composite ESB physical architecture.
Click the "SHOW RECOMMENDATIONS" button when done.

. ‘ None j
Number of Participants
Value of Transactions Exchanged \ Large (around $10,000) j
Volume of Transactions Exchanged ‘ Very Large (10,000 or more per day) j
Boundaries Crossed in Exchanges ‘ Local j
Coupling between Participants ‘ Strong (Synchronous) j
Interactions between Participants ‘ Indirect (Intermediary) j
Trust between Partners T Low” Medium ®  Hi gh
Agility Needed in Participants “ Low” Medium * High
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i i iv . i .
QoS (latency) Requirements for Exchanges  Low © Medium High
Show Recommendations
( Intersendce Governance [ Gods, Srategies) ]
Irfarmaton
Exchange
. Qoo hade kE
Composite
Enterprise
Architecture [- Interservice Connedivity Services ]
Pattern
M;rtﬁ There are 3 mapr Byers of E5ues in B2B Co mmunications: ;
Goweamance: policy, security, privacy, project manageme rnt and systems
mian agement
+ Irformaion Exchange Modd: semantics, wocabulans an d choreog a phy
{v b b
+ Interconmedivity Techrologies: emaik, FTPs, collab or ation platforms,
integration platfo ms
I High data rates (3 Mbps per Participant)
N(_etwork I Medium netw ork
Considerations
I No RSVP support needed
I Special server for trust brokering
Enterprise
Service Bus SOA support needed
Considerations
I The composite ESB must be secured heavily by using SOA Security Patterns
Se_CU”tY I External firew all settings should be carefully designed
Considerations
I Trust management needed
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Management
and
Governance
Considerations

| Governance of the composite ESB is essential

Procedures for impact of w orkload (performance management) must be clearly defined.

SOA governance policies and procedures must be established designed, and monitore:

| Policies and procedures for trust brokers betw een competitors

Information
Exchange
Model

An Information Exchange Model shows the terminology (
semantics/vocabulary) and choreography (workflow) used
between partners.

For more details, click on NIEM

Interoperability
specifications

*XML for structured and consistent way of exchange of information;
+X.5009 certificates for digital certificates and digital signatures;
*PKCS for digitally signed information;

*SOAP for remote access independent of transport

*TCP/IP for network transport

*HTTP and HTTPS with SSL for secure data transport

*HTML, XHTML and XSL for the presentation of information based
on web pages;

*SMTP and SMIME / 3 for the exchange of e-mail;

*Web services with WSDL and UDDI Suggested Configuration
(Broker)

Suggested
Configuration
(Broker)

Organization 1 Organization 2 Organization 3 Organization 4

0O

||| wa

-

B2B Integration Bus (BIB) - Broker

-= Public Process

VAC = Information Exchange Model
Service Specific Ontologies
Workflow Management (Choreography) ,
» Regulation/Policy Enforcer

Value Added
Component (VAC)

O = Private Process

@@= Connector for BIB
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Broker
Architecture
Choices

Centralized Broker

* All documents stored in a document repository,

* All partners access the repository to get information
* Plus: simple to implement

* Minus: Does not scale well

Decentralized broker

* All documents stored in target partners

* All partners use the client to browse the directory to first find the
docs and then access the documents from the target sites

* A common message is sent to all partnerse

* Plus: Scales very well

* Minus: Difficult to implement ,

2.

INTEGRATION PLANNING THROUGH PISA-AIM

NOTE: Please read the short tutorial in Appendix A if you are not familiar with the
concepts of architectures, integration and SOA. Also, the Stage3 documents posted
on the Planner Learning Corner are prerequisite to this section.

blueprint:

AIM (Architecture and Integration Module) deals with the architecture and integration issues
based on SOA. AIM consists of the following main advisors, shown in Figure 3, that help a user

The Strategic Planner invokes AIM (Architecture and Integration Module) to develop the
detailed plans for composites by using SOA concepts. AIM is an extensive module (a subsystem)
of PISA that is designed to help the users develop detailed and well documented SOA plans for a
wide range of real life scenarios. AIM consists of a family of advisors that systematically guide
the IT managers, planners, and architects through a series of steps that help the users understand
the complexity of the problem. Based on the complexity and the nature of the problem, AIM then
produces reports that provide the following pieces of information for a solid business case and a

The cost of transitioning to SOA

The security, performance, governance, and QoS impacts of transitioning to SOA

Detailed SOA plan that shows the

shelf (COTS) products needed for a given business scenario.

Detailed requirements and architecture reports that can be used in implementing the SOA plan

through life cycle of an SOA project:

NGE Solutions Copyrighted — All Rights Reserved
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= Business Problem Explorer (BPE) helps the user to select and define an integration project in
terms of participating applications. For large scale enterprise integration projects, the user goes
through this process iteratively.

= Intelligent Requirements Generator (IRG) helps the user to quickly generate requirements
documents that capture the essence of the integration problem for the selected business area.

= Integrated Architecture Advisor (IAA) attempts to capture the complexity of the problem and
suggests an SOA architecture based on the requirements. This advisor walks the user through
strategic decisions and scenarios of outsourcing, migrations, and data warehousing. This advisor
also maps the technical architecture produced by IAA to COTS (commercial-off-the-shelf)
solutions and captures the main decisions in an architecture document.

= Intelligent Solution Advisor (ISA) guides the user through the process of cost, performance and
security estimates and produces cost-benefit analysis of the integration project. The user can now
go back and revaluate the same problem for different architectural configurations or pick another
business problem by going back to the BPE.

The starting point of AIM is the IT plan that is generated by working with the PISA planning
advisors (Application Advisor, Platform Advisor, Network Advisor, etc.).

e 0RO F 0wy
Legend: ===+ Information Flow

Architecture & Integration NModul

Iropleraent
&I'“{“]l [rtezmtiony, (Business Prohler (+~*| Integration
Plan lanning ploter) Phn
Reiteraie

Fevelop Requirements
(Integration Recuirernents
(e e rator)

Fsmluation
iInte grated
Solution
Aekiant)

.. &

Lrchite chure
iIntegrated Srchitec tore
& krisor)

Figure 3: Conceptual View of AIM

3. AIM METHODOLOGY

Development of an integration plan is a complicated task with many challenges. Instead of a ‘big
bang’ approach where all enterprise systems are converted to SOA in an afternoon, AIM supports
a gradual approach where the enterprise achieves an integrated architecture one business
(application) area at a time. The AIM methodology, discussed later, guides the user through the
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iterative process of choosing a business problem and then developing and evaluating integrated
architectures for the chosen problem.

Integration projects can be large scale enterprise-wide undertakings that may involve numerous
applications. The methodology displayed in Figure 4 allows the users to break large scale
integration projects into smaller pieces that can be understood, integrated and then composed into
enterprise wide solutions.

Business Problem Exploration
Decompose a Large Integration Project L Into Integration
Plans (P1, P2, ,, Pn) and pick an Integration Plan Pi

.
Integration Requirement Definition
Capture the requirements of the integration Plan Pi

r )

E Development of Integrated Architectures.

evelop an Architecture that captures the complexity of the
problem and translates complexity into SOA features.

| §

Development and Evaluation of Integrated Solutions.
Translate architecture into solutions and evaluate the
solutions for cost, security, performance and ROT

For More Plans
{ Consolidation of Results: ]
C

onsolidate the results from (P1, P2, ., Pn) into an Overall
Large Integration Project Plan L. with gap analysis

Figure 4: AIM Methodology

The main steps of this methodology are:

Business Problem Exploration: Define a Large Integration Project L that covers the overall SOA
project and decompose it into Integration Plans (P1, P2,, Pn), i.e., L= (P1, P2,,, Pn). For a small
project, L = (P1). The integration plan may be defined at a Business Process (lower granularity) or
Business Function (large granularity) level. For small projects involving a few applications, it is a
good idea to stay at low granularity. For enterprise-wide integration projects, large granularities are
better. The output is an integration project that identifies critical applications and a decomposition
of the plan. Business Problem Explorer (BPE) supports this stage by helping the user to select
and define an integration project Pi in terms of participating applications. For large scale enterprise
integration projects, the user goes through this process iteratively.

Integration Requirement Definition. Use the PISA Application Repository (AR) to define the
integration requirements of the selected ‘Target Applications’. At the core of each integration plan
is a critical (target) application that is important to the business. This approach is based on the well
known Ciritical Success Factors (CSF) methodology (Rockart, J.F. “Chief executives define their
own data needs”, Harvard Business Review”, Vol. 57, pp. 81-93, 1979). The CSF methodology
concentrates on a core set of critical issues and addresses them instead of analyzing every thing in
detail. By using CSF, a user can concentrate on the apps that are critical to the success of the
business and understand how their transition to SOA will impact the surrounding applications. The
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PISA Application Repository shows interactions between various business processes (BPS),
business functions (BFs) and applications (automated BPs and BFs) and thus helps in determining
critical applications. The interacting applications for each integration plan define an “Application
Group” (a group of applications that will participate in an integration project). For example, if an
order processing (OP) application is to be integrated in an integration plan, then the application
group consists of OP plus interacting applications such as inventory, payment and shipping.
Intelligent Requirements Generator (IRG) supports this stage by helping the user to quickly
generate requirements documents that capture the essence of the integration problem for the
selected business area.

= Development of Integrated Architectures. For each chosen integration plan, develop an
integrated architecture based on SOA principles. The main objective is to capture the complexity of
the problem and translate the complexity into SOA features. The process used in this stage is: a)
develop a logical architecture to capture the basic complexity, b) select integration strategies (e.g.,
migration versus integration-in-place) for specialized considerations, and c) construct a physical
service oriented architecture (SOA) based on SOA patterns that captures the key features. The
output is a detailed SOA architecture that highlights the key features needed.  Integrated
Architecture Advisor (IAA) helps the user through various steps of this stage.

= Development and Evaluation of Integrated Solutions. The objective of this stage is to translate
architecture into solutions and evaluate the solutions based on metrics (e.g., costs, security,
performance and return on investment -- ROI). The process used in this step is: a) translate the
selected architecture A into plausible solutions (S1, S2,,Sn) by using different product mappings in
terms of COTS (commercial off-the-shelf product), and b) evaluate the solutions (S1, S2,,Sn) in
terms of metrics such as cost, security and performance. Cost estimates due to the chosen
architecture are based on the complexity of the ESB selected, the type and number of adapters
needed, platforms to be bought/used, commercial-off-the-shelf (COTS) packages to be used, etc.
Security implications are based on security patterns chosen in the architecture and performance
implications are based on the configurations and allocations. Intelligent Solution Advisor (ISA)
supports this stage by guiding the user through the process of cost, performance and security
estimates and producing ROI (return on investment) analysis of the integration project.

= Consolidation of Results. After evaluating the solution by ISA, the user can go back and re-
evaluate the same problem for different architectural configurations or pick another integration plan
by going back to the BPE. After reiterating through the individual integration plans (P1, P2,,, Pn)
of the large integration project L, now consolidate the results into an overall project document
(Grand Consolidated Report). The objective of this stage is to re-iterate, consolidate the results
from different projects and do gap analysis. The consolidation effort may be zero for small single
application projects but may be considerable for enterprise-wide application integration projects.
The process used in this stage consists of several steps: a) for large scale projects, re-iterate to pick
another critical application and go through previous stages, b) consolidate results at the end of
iterations to develop a business case, including total ROI and c) develop gap analysis by
determining an FMO (Future Method of Operation), a PMO (Present method of Operation) and
developing a transition plan for going from PMO to FMO.

4. ILLUSTRATIVE CASE STUDY: SOA PLANNING THROUGH AIM

To illustrate the main issues addressed by AIM, let us consider the following case study about a
retail store (Xshop). To improves sales, the company needs a very flexible online purchasing
(OP) application that is based on SOA. The company needs help in addressing the following
issues: what other applications interface with OP, how will they be impacted if OP is transitioned
to SOA, what happens if OP is outsourced and hosted elsewhere, how will OP be accessed from a
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wide range of user devices, what type of integration technologies will be most suitable, and what
will be the cost of transitioning OP to SOA?. Additional issues include: are there commercial-off-
the-shelf products that can be used for OP, what type of middleware technologies are needed to
support different architectures, which ESB (enterprise service bus) platform should be used, what
are the performance and security tradeoffs when different components of this application
participate in B2B trade, and what type of cost/benefit analysis need to be considered while
evaluating these alternatives. These are non-trivial questions that require a great deal of time and
effort to answer in a purely manual approach. In the following sections, we will illustrate how
AIM can possibly help.

4.1. Stage 1: Business Problem Exploration - Understanding the Problem

This stage is supported through the Business Problem Explorer (BPE) that allows the users to
browse through the AIM knowledgebase to select applications that will participate in an
integration project. For example, the user selects OP by using the PISA knowledgebase. The
knowledgebase consists of 3 parts: pattern® repository, object models, and COTS database. The
Pattern Repository (PR) plays a central role in AIM because we heavily use patterns to quickly
develop solutions. In particular, industry patterns (IPs) are the main starting point for this stage.
Figure 5 shows example of an industry pattern (IP) that captures a high level view of a retail
company, similar to XShop, in terms of enterprise functional areas (e.g., sales, corporate
management, back-office operations, supply chain management), the major business processes in
each functional area (e.g., purchasing and payment within sales) and the key interactions between
these processes. We have created IPs for 12 industry segments that include manufacturing,
healthcare, telecom, and others. These patterns are stored in the Patterns Repository, part of the
planning knowledgebase, as XML documents so that they can be analyzed and modified based on
a simple interview.

The user starts by invoking the BPE to choose an industry segment and thus fetching appropriate
IP for that industry. The user reviews the IP, modifies it if needed, and selects the critical
applications that drive the SOA projects. For example, Figure 6 shows the result of choosing
order processing (OP) as a critical application. This screenshot of BPE shows the external
interfaces of order processing application such as selling chain management, purchasing,
customer payment, These are the applications that will be affected if OP was transitioned to SOA
and thus help in understanding the complexity and the impact of transition OP to SOA.

1 A pattern, simply stated, is a sketch that can be refined and specialized for different situations.
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Figure 5: Industry Pattern (IP) for a Retail Company
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STEP 4: External Interfaces of the Application
Lets look at the external interfaces in some detail. This information will be used in later
interviews to analyze architecture and integration options.
= Enter the # of instances of each application. For exarnple, a purchasing system
may be interacting with more than one inventory system
= Choose commercial app types (8.9, an COracle or SAP app)
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Figure 6: Selection of Order Processing as a Target (Critical) Application
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4.2. Stage 2: Integration Requirements Generation — Documenting the Problem

Development of an integration plan is a complicated task with many challenges. Instead of a ‘big
bang’ approach where all enterprise systems are converted to SOA in an afternoon, a gradual
approach is better where the enterprise achieves an integrated architecture one application area at
a time. Before proceeding with technical decisions, it is important to develop an understanding of
the problem, establish a business case by identifying the applications that will actually participate
in an SOA project and capture the key integration requirements.

Development of integration requirements is an important but extremely time consuming process.
An Integration Requirement Generator (IRG) helps the user to quickly develop a requirements
document. The heart of IRG is an interview that starts with the information already captured by
the BPE in the previous stage. Additional information is gathered through the interview that
considers factors such as user access, back-end apps, B2B apps, transaction value, transaction
volume, number of partners, mobility, personalization, etc. Figure 7 shows a partial snapshot of
the interview. The outputs of this interview are used to populate the requirements document. In
short, to develop a requirements document for integration of online purchasing application, the
user basically fills out an interview form shown in Figure 7. As a result of this interview, IRG
selects appropriate integration patterns from the Pattern Repository and customizes them based on
the results of the interview.

O - ﬂ |EL‘ ' 7 _,\ &‘ " & = File Edit View Favorites Tools  Help "F' -8
~
Interview

Application chosen EC {ePurchasing) -

Uszer Access Weh Access; v

Number of back-end Applications Interfaced Few {1 10 3) ~

Coupling with back-end Applications Loose (Asynchronous) ¥

Type of back-end Applications Well defined APl w

Services needed from back-end Applications Data v

Data Translation for Back-end Application Mo translation ~

Muraber of External Applications Interfaced for B2E | Few (1 10 3) v

Interaction with External Applications Direct -

Coupling with external Applications Loose [Asynchronous) v

Type of external Applications Wifell defined APls

Services needed from External Application Data ~

Drata Translation for External Application Na translation ~

Walue of Transactions Handled by Application Medium {around §1000) v

Wolume of Transactions Handled by Application Medium (around 100 per day) v

Boundaries crossed in trade National he

Results
Web browser interface, with 33L security due to transaction
value
v
&) Done 4 Internet

Figure 7: Sample Interview

4.3. Stage 3: Integrated Architecture (SOA) Stage — Capturing the Complexity

This stage translates the requirements model created in the previous stage into a component based
Service Oriented Architecture (SOA). The output of this key stage is a detailed architecture
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document that captures the complexity of the problem and translates it into SOA features by using
the following steps (see Figure 8):

Development of a Logical Architecture based on SOA (shown in Figure 8a):
Assumes that an application consists of N large grained components, each providing a set
of business services. The components are arranged in several tiers: front-end integration,
business logic, etc. This logical architecture can be used to determine the different types
of adapters needed for different tiers.

Selection of Integration strategies (shown in Figure 8b): The user chooses an
integration strategy such as integration in place (i.e., integrate existing systems without
changing any), data warehouses (develop a common database to be shared by multiple
applications), migration (gradual or sudden replacement of existing apps) or composite
(all of the above). This helps in selection of the SOA patterns for different integration
strategies.

Construction of a Physical Service Oriented Architecture (shown in Figure 8c). In
this step, the logical architecture is translated into a physical architecture by using SOA
patterns. . The appropriate SOA ESB (Enterprise Service Bus) configuration plus the
infrastructure components (adapters, registry, hubs, zones, etc) are chosen to support the
different integration strategies shown in Figure 3a.

The Integrated Architecture Advisors (IAA) supports this stage by invoking three different
interviews support the aforementioned three steps. These interviews gradually capture the
complexity of the integration problem. Figure 9 displays a sample interview that shows the type
of information (e.g., type of platform, types of services needed, and the type of data translation)
needed for each application that interacts with order processing (e.g., customer support, selling
chain management, and purchasing). This interview identifies the types of integration adapters
that will be needed to integrate order processing with its interacting applications. As a result of
the interviews in this stage, a detailed architecture document is generated that contains the adapter
information, the ESB features needed, and overall SOA-based architecture.
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Figure 9: Interview to Capture the Complexity of the Problem

4.4. Stage 4: Solution Evaluation — Cost, Security and Performance Analysis

This is the most important stage from a management point of view because it involves estimation
of costs, performance and security issues for each architecture solution. Specifically, this stage
goes into further details by translating the SOA architecture A, produced previously, into plausible
integrated solutions (S1, S2,,Sn) with appropriate commercial-off-the-shelf (COTS) packages and
cost/ performance/security evaluations. The main activity of this stage is to evaluate the solutions
(S1, S2,,Sn) in terms of the following:

a) Cost estimates due to the chosen architecture. The cost estimates are based on the complexity
of the ESB chosen, the type and number of adapters needed, platforms to be bought/used,
commercial-off-the-shelf (COTS) packages to be used, etc. Cost estimates include:

e Platform costs that show the ESBs, front-end portals, B2B gateways, adapters, and other
platform component costs

o Development costs that show the development costs (e.g., developing an adapter) and
installation/maintenance costs

e Miscellaneous costs that include training costs and the costs of rework due to errors
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b) Security implications based on SOA and other technologies. The security issues due of SOA
are investigated by using attack trees and security patterns. In particular, the following security
issues are noted:

e  Security of the ESB facilities (e.g., protecting the ESB directory)
e Security of the service providers and service consumers that use the ESB

c¢) Performance implications based on the configurations and allocations. An analytical queuing
model is used to estimate performance bottlenecks. The main focus is to determine how many
servers will be needed to support the ESB.

These steps produce a table (Table 1) showing the evaluations for different solutions for the order
processing application. This stage produces several details reports. Figure 10 shows partial view
of a sample cost estimation report produced by the Integrated Solution Advisor (ISA) that

supports this stage. The sample report shows the platform as well as development costs.

Table 1: Example of Solution Evaluations for a Small Company

Choices Estimated Costs Performance Security Issues | Comments
%)

Integrate $120K (itis 2 seconds. ESB & adapters | May need to
relatively cheaper (adapters introduce | may be targets migrate in future
to install an ESB delays) for attacks &
and adapters) need to be

secured
Migrate and | $500K million (itis | 1 second (no Security can be Migrations are
replace with expensive to adapters are designed for the | typically
an ERP completely replace | needed, hopefully, | new system from | expensive and
a system with an for an integrated scratch require staff
ERP system) ERP system ) training
Data $200K (it is 0.7 seconds (data ETL needs to be | Data warehouses
Warehouse expensive to level access is protected, data create duplicate
convert data and usually faster due level access data that needs to
construct a data to no overhead) needs protection | be synchronized
warehouse)
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Figure 10: Sample Cost Estimates

4.5. Stage 5: Reiterate and Consolidate Results at Conclusion

The objective of this stage is to re-iterate, consolidate the results from different projects and do
gap analysis. The consolidation effort may be zero for small single application projects but may
be considerable for enterprise-wide application integration projects that require many applications
to be integrated. For large scale projects, each iteration handles only a few applications so several
iterations are needed. There is a need to consolidate results at the end of iterations and to develop
an overall business case, including ROI (return on investment) and gap analysis. Gap analysis can
be conducted by using the following approach:

* From the solutions (S1, S2,,Sn) produced in iterations 1 through n, respectively, choose
the best solution S* based on evaluation

+ Use S* as the FMO (future Method of operation)

» Use SO, the current system, as the PMO (Present method of Operation)

* Do a cost-benefit and ROI analysis of transitioning from PMO to FMO This includes
tangible as well as intangible costs as well as benefits of the PMO, the PMO and the
transitions.

Figure 11 shows a sample of gap analysis. Although some of these gap analysis and ROI
calculations can be done manually, it is virtually impossible to do a good gap analysis without
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having a clear picture of the FMO based on a systematic analysis and an automated tool as
suggested by the various stages of this model.
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Status Quo (Present Method Future Method of Operation -
of Operation - PMO) FMO {Based on the Chosen
Strategy)
Estimated Cost | Added over all Integration plans | Added owver all Integration plans
(Tangible)
10000 USD 18000 USD
Estimated Added over all Integration plans | Added over all Integration plans
Benefits
{Tangible) 25000 USD 73800 USD
Major Risks - System may be getting older - Learning curve involved in
(Intangible) and harder/expensive to deploying new systems and
maintain technologies
- System may not be sble to - several new issues in security
meet future business needs and performance need attention
rapidly
- Investment may not be quickly
recovered
Major Rewards - “if it is not broke, don't fix it" |- SOA-based systems are better
{Intangible} syndrome, suited to meet the growing and w
@Done & Internet

Figure 11: Sample Gap Analysis

5. CONCLUDING COMMENTS

SOA projects are complex undertakings that require detailed analysis. Instead of high level
assertions, PISA-AIM guides the users to quickly develop SOA plans based on patterns, best
practices, inferences, and collaboration. A system of this nature has not been reported previously
in the literature. The PISA-AIM system, operational as a beta version at present, has been used in
six consulting assignments (others are in progress) in which the users (mostly IT managers from
small to medium firms) developed business cases for SOA and SOA plans before embarking on
an integration project. In addition, AIM has been used to teach five systems design, enterprise
architecture and integration courses so far with very encouraging results. In each course, the
students were assigned three projects: 1) manually develop an integrated architecture for an SMB
that is going through a major re-engineering effort, 2) use AIM to solve the same problem, and 3)
use AIM for a project of their own interest. Most students had a great deal of fun with the third
project -- they built models of different businesses and developed integrated architectures by
using AIM for “what-if”” analysis of different scenarios. We are currently negotiating with several
universities and businesses for additional experiments and are using our current experiences and
lessons learned to guide future research and development directions.
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APPENDIX A: ARCHITECTURES, SERVICE ORIENTED ARCHITECTURES AND
APPLICATION INTEGRATION -- A SHORT TUTORIAL

NOTE: Please skip this tutorial if you are already familiar with the concepts of
architectures, integration and SOA.

A.1 What is an Architecture?

Definition: An architecture of a system is a structure that describes three things:

= Components of the system (what are the pieces of a system?),

= Functions performed by the components (what do they do?), and

= Interfaces/interactions between the components (how do they work with each other?).

This definition is consistent with the IEEE 610.2 definition of an architecture: "The structure of
the components, their properties, relationships, and the principles and guidelines governing their
design and evolution over time."

Within the context of information systems, several types of architectures have emerged over the
years (e.g., business architectures, database architectures, computing architectures, network
architectures, software architectures). In all of these cases, it is useful to remember what are the
components of the system, what they do, and how they interface/interact with each other. For
example, a business architecture would show the business components (e.g., the business
processes), what they do (e.g., satisfy customer needs) and how they interface/interact with each
other (e.g., a business process flow). Our interest is in solution architectures that combine several
applications and infrastructure components into a working solution to satisfy customer needs at
enterprise level.

A.2 What is Application Integration?

In general, integration puts parts together into a whole somehow. Thus systems are integrated
when they are to a lesser or greater extent seamlessly combined to support similar conventions or
styles. At an enterprise level, enterprise application integration (EAI) software acts as a central
command centre for coordination between corporate applications.

For our purposes, integration refers to the ease with which systems can be used — we primarily
concentrate on the user benefits. Integrated systems basically minimize the effort needed to the
user of the system — the user may be a human being or another automated system. This implies
that two systems, S1 and S2, are integrated if they:

= Share and exchange information without external intervention,
= Are seamless in terms of operations, and
= Show consistency of behaviour and presentation.

A well known example of integrated applications is the Microsoft Office Suite that combines
word processing (MS Word), presentation (MS PowerPoint), and spreadsheets (MS Excel) into a
single package. The package allows information sharing/exchange with minimal intervention, is
seamless in terms of operations, and shows consistency of behaviour and presentation. Basically,
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the MS Office Suite minimizes the human effort in developing documents, presentations, and
spreadsheets.

Another example of integration are the “unified messaging” systems that seamlessly combine
voice mail, fax, and email into a single package. In unified messaging, a voice mail system S1
and an email system S2 are integrated because the voice mail from S1 can be stored as email for
S2 (and vice versa) easily, and S1 and S2 provide the same “look and feel” (same type of
commands, icons, and screen formats). In the same vein, a legacy application S1 is integrated
with a new application S2 if S2 can exchange information with S1 seamlessly and if S1 has the
same “look and feel” as S2.

Let us extend this discussion to enterprise application integration (EAI). EAI refers to the
process of connecting different applications to allow information to flow between functions
within an enterprise. The goal is to minimize the effort by the users of enterprise applications —
the corporate personnel. Going beyond enterprises, the flow may include information flows
between trading partners to minimize the effort needed for B2B trade. For example, EAI in
support of an online order processing system should include the needed connections so that the
order can be placed online, the availability of stock in inventory can be verified, the customer’s
credit can be checked, and the amount of the purchase can be approved. EAI platforms provide
the middleware services that transform and route the data throughout an organization so that the
individual applications can properly access the information they need. EAI platforms, also
known as eAl (e-business application integration) platforms, provide the “bus” for different
application to interact with one another in a meaningful way.

A.3 A Service Oriented View of Business and Service Oriented Architectures (SOA)

All businesses provide a set of services. Some services are provided to the customers (B2C),
some to other businesses (B2B) and some to the employees (B2E). For example, Figure 12
shows a very high level view of a retail store that provides marketing, sales, customer support,
and many other services (some are customer facing, some are supplier facing).
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Figure 12: Service Oriented View of a Retail Store (Darker Blocks mean Outsourced/Rented
Services)
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In the highly fluid business environment of today, some of these services are provided by other
service providers (outsourcing agencies, business partners, etc). For example, in this organization,
customer services, marketing, human resource (HR) management, and finance and accounting
(F&A) services are provided by other service providers (SPs). The task of the enterprise
management is to find the best service providers (SPs) to run the firm. In addition, a company can
change its business by adding new services from new SPs. For example, wired telephone
company can add a wireless service provider; a manufacturing company can add a retail outlet
provider, etc. In addition “service bundles” can be created by different SPs to meet user needs and
to compete for user business. The idea is that companies may add, delete, change and merge SPs
that provide the best services to compete.

How can enterprise software support this service-oriented business climate? The answer is that
business software is developed as business components that can be assembled with other business
components to provide business services. For example, a large grained business component (BC)
-- a software package from PeopleSoft — could provide the HR business service (BS). Similarly
another BC from SAP could support the marketing BS and the like. A company could choose,
assemble and run these BCs from different suppliers to support its BSs. A company could also
replace a BC from PeopleSoft with a BC from SAP to provide better services, for example. More
interestingly, an order processing BC residing in Atlanta could check the inventory managed by a
BC in Detroit or Singapore. This implies the following:

= Thereisa BC that provides a set of business services -- this is the service provider
= The services are well defined so that other BCs can understand them

= BCs have well defined interfaces so that they can work with each other

= BCs from different suppliers can be used to provide a business service

= AnIT infrastructure (middleware service) exists that allows services provided by components to
be advertised, discovered, selected, and invoked over the Internet.

A.4 Benefits and Challenges of Service-Oriented Architecture

SOA promises to speed development and decrease integration time and effort but it poses several
challenges that need to be addressed. The main benefits of adopting an SOA are:

= SOA makes it easier to integrate the IT environments found in most companies. SOA works very
well in heterogeneous environments because developers don't have to spend an inordinate amount
of time writing new lines of code to connect applications across an enterprise.

= SOA leverages the investment in existing systems — you can identify the capabilities of existing
systems and leverage them by gradually moving to SOA and maximize the value of IT investments
while minimizing the risk.

= SOA can help companies improve their ability to adapt to changing business requirements and
shifting market conditions.

= Building services by using simple object access protocol (SOAP) and Web services description
language (WSDL) facilitates the internal integration process and lets customers and business
partners share information more easily across company firewalls.

= Businesspeople can think about the best ways to run their business, i.e., what type of business
services and business components are needed to accommodate the customers and improve the level
of customer service. By exposing and sharing information across multiple applications, companies
can extract more business performance data in real-time, improving business intelligence.
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= The benefits of easier integration and increased agility lead to greater ROI. Some companies have
achieved a 200 percent return on their SOA investment. One of AXA Financial's most popular
SOA-based services is Get Client, in which any front-end app can issue a command and, after
probing around the legacy systems, come back with a complete picture of a customer's
investments.

The main challenges presented by SOA are:

= Security is a big challenge because it is easier to secure a closed system than an open architecture.
There is a lack of security standards for SOA and Web services. It may be important to transition
first on business processes that do not require a high level of security.

= Management of the complexity of a services configuration is difficult and requires a good SOA
governance model. For example, if 100 people are using a certain service through a WSDL
interface, how do you communicate with those users if someone decides to change the interface?

=  Network monitoring is another issue. Orchestration of complex interacting business processes in a
service-oriented architecture creates complex monitoring and auditing requirements. For instance,
when a transaction goes awry on a service-oriented network, which could involve multiple service
providers, finding out what went wrong or where the transaction dropped or whether someone put
incorrect information in the network can be a challenge. The current Web services technical
standards are only beginning to address the service-oriented distributed collaboration, process
orchestration and monitoring goals a practical reality.

= Cost can be higher because building an SOA is not cheap. In particular, reengineering of existing
systems architecture to transition to SOA is expensive. It also requires significant human capital,
including business analysts to lay out the business processes, systems architects to turn processes
into specifications, software engineers to develop the new code and project managers to track it all.

= [tis important but difficult to identify the right level of service to provide. The services should not
have too fine a granularity, they should be a high business-process level because too narrow a focus
creates a need for too many services which increases development time and may flood a network.

= The loosely coupled architecture of SOA is good for systems that do not require near-real-time
responses. For example, an SOA-based air-traffic control system may not be a great idea.

A.5 Service Oriented Architecture (SOA)- A Closer Look

Service-oriented architectures (SOAS) rely on services and the components that provide the
services as the fundamental elements for developing applications. The main idea of service
oriented architectures is that the applications should be thought of in terms of the services they
provide and the individual components that actually deliver the services. The services can be
combined into aggregate services and similar components can be combined into applications (see
the sidebar “What is a Service Oriented Architecture (SOA)?””). Thus a bank, for example,
provides a set of services (e.g., deposits, withdrawals, fund transfers) and these services are
provided through components that can be combined into banking applications. A service-oriented
architecture has the following characteristics:

= Applications must be developed as a set of services. Applications must be decomposed into a
number of smaller individual services that are easier to create and easier to maintain. Individual
services should be supported through components.

= Services and components must be as general purpose as possible. It is important to decompose
applications into components in such a fashion so that as many components as possible are general
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purpose and as few as possible are special purpose. It is best to create common services and
components that can be used to serve many different requests.

= Services must have well-defined interfaces. The interfaces must be stored in a directory for
discovery. Application clients must be able to query an interface directory or a server for a service
and to ask for the current server functions. It is best to use an XML based service definition and
use XML to exchange data.

= Applications and their components must use Internet communication. Application clients and
servers, and any other components, must not communicate via any proprietary protocol. Clients
must request services via a standard Internet protocol such as HTTP and service providers must
respond via the same protocol. This should be carried to the component level, i.e., each component
of an application should be Internet enabled and communicate with others over the Internet.

= Applications must be able to interwork with other Applications. Applications, in the form of
business components, should be able to cooperate with other applications to form larger “enterprise
applications”.

Additional characteristics of SOA are:

= Applications must be scaleable and portable. Applications must be able to scale from supporting
a few to thousand requests per day. Server services must also be portable from one platform to
another without major re-engineering. It is important to use a IRL or a directory service to locate

= Thin client model should be favoured. Clients should use standard Internet browsers (e.g.,
Internet Explorer or Netscape Navigator) and adhere to a thin client model as much as possible.
With thin client model, no application components are stored on client computers. This has the
advantage that most business logic is server-based and thus can be easily managed, upgraded, and
controlled instead of hundreds of different software components that reside on different client
machines.

= Service Providers should use standard Internet servers. Service providers must use standard
Internet servers running standard (or at least common) software such as Apache and Microsoft 1IS.
The server-side software must use standard and commonly used technologies such as JSP/ASP.
This will help in the portability of services.

Web Services are becoming the key enablers of SOA.
A.6 SOA Architecture Patterns and Enterprise Service Bus

An SOA architecture pattern or just an SOA pattern defines the infrastructure services needed by
the applications in SOA. These infrastructure services are typically defined in terms of an
Enterprise Service Bus (ESB) that provides the main mechanism for integrating the internal
applications. An SOA ESB provides a collection of technologies (middleware such as Web
Services, adapters/gateways for protocol conversion, data transformers, transaction managers, and
work/process flow systems) that allow diverse applications to talk to each other. At their best,
ESB platforms hide all the complexity needed to enable interactions between applications that
were developed at different times by using different middleware technologies. Thus ESB platform
is not a new technology — rather, it is a combination of “well-known” technologies that can
integrate multiple applications. All applications (business components) provide services that are
invoked through well defined interfaces. Figure 13 13 shows a conceptual view of an ESB.
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Figure 13: Enterprise Service Bus (ESB) — Conceptual View

While there is no industry-standard definition, an ESB is expected to posses the following
common set of characteristics:

= Communication through a Broker. An ESB uses a software intermediary (a hub) between the
sender and the receiver, providing a brokered communication between them.

= Intelligent Routing through Directory Services. ESBs typically use a directory service to resolve
addresses at run time and may also route messages based on predefined rules (e.g., find a closest
service provider). A Hub provides communications services between various service providers and
consumers An ESB may consist of one or more hubs.

= Endpoint metadata. ESBs typically keep metadata about service interfaces and message schemas.
This information is used to translate messages. .

= Message transformation. ESBs typically provide off-the-shelf adapters that are used for message
and protocol translations.

= Basic Web services support. Most ESBs support basic Web Services standards including SOAP,
WSDL, and XML. UDDI support for directory services is also becoming popular. stery service as
well as foundational standards such as TCP/IP and XML.

= Some ESB vendors offer additional features including security, administration, software
development, validation, logging, and auditing capabilities.

In short, ESB platforms are sophisticated mediators that provide an “application bus” for rapid
and flexible integration of a very wide range of applications that may span technology vintages
(past, present and future) as well as organizational boundaries (inter and intra organizational
boundaries). ESB platforms are an outgrowth of earlier mediators such as application gateways
and object wrappers and are intended to insulate the business from changes in the applications
and business needs and help with combining systems from acquired companies ESB platforms
may use different types of middleware technologies (e.g., CORBA, Message Queuing, etc).
However Web Services are the most recent technologies of ESBs. ESBs may also exist as EAI
(enterprise application integration) platforms or message brokers.
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ESB software is commercially available from vendors such as IBM (Websphere ESB), Microsoft
(Biztalk Server 2006) and others (e.g., Sonic Software, Systinet, Tibco, Fiorano, IONA).

A.7 Sources of additional information (on the Web):

=  |BM SOA Website: www.ibm.com/soa
= Sun SOA Website: www.sun.com/soa

= |[EEE Computer Society Technical Committee on Services Computing -
www.servicescomputing.org. This is a very good website on SOA information..

= SOA Portal at http://www.service-architecture.com/
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